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DETAILED ACTION 

1. Claims 38-41, 42, 45-50, 53-58, 61-66, 69-77 are pending. 

Response to arguments 

2. In response to Applicant's arguments on page 1 1 of the remarks: 

The Examiner contends that the Abstract of 6,209,092 discloses that a watermark may be 
properly and broadly construed by those of ordinary skill in the art as a One-way function. 

The Applicant counters that the relied upon disclosure does not explicitly argue that Natarajan's 
watermark uses a one-way function. However the burden need not be so high as to necessitate 
6,209,092 to reference Natarajan's watermark by name. 

What 6,209,092 does is provide further evidence that those of ordinary skill in the art may 
reasonably construe a digital watermark as a one-way function or using a one-way function, and 
that such interpretation is not repugnant to the prevailing understanding of the art. 

Further arguments in reference to Applicant's amendment regarding the lack of inclusion of 
encryption using the confidential information are presented below. 
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Claim Rejections - 35 USC § 112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

Claim 38-41, along with 42, 45-50, 53-58, 61-66, 69-77 are rejected under 35 U.S.C. 1 12, 
first paragraph, as failing to comply with the written description requirement. The claim(s) 
contains new matter which was not described in the specification in such a way as to reasonably 
convey to one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. 

Applicant cites as basis for the new amended claims, (page 2, line 2 of the specification 
through page 3, line 7). However, it is not clear where it may be explicitly found that a 
disclosure is made to support the recitation "Wherein the predetermined calculation does not 
include encryption using the confidential information" 

Applicant's (page 2, line 2 of the specification through page 3, line 7) reches a rough 
outline of the Applicant's entire cryptographic process. Line 9 refers to a digital data M that is 
hashed to produce item h. h is then processed with a private key to produce s. Is the 
predetermined calculation M, item h, or s? 

It is clear that some confidential information is used to produce to produce the predetermined 
calculation. In Applicant's arguments of 4/27/2004(page 2), the Applicant argued against the 
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Examiner's basis for rejection against the claimed "confidential information" referring to the 
Examiner's textual information as non-confidential. 

However, the only information recited in the portion of the specification recited by the Applicant 
that may properly serve as confidential information is the private key which is used to produce s 
through the use of h. 

It is clear that h cannot serve as the predetermined calculation because no confidential 
information is employed to produce h. The other parameter used to produce h is the digital data 
M. H(M) = h. H is not data at all, but a function. 

While it appears that the Applicant's digital signature s may be properly equated with a 
predetermined calculation produced using confidential information, the use of a private key to 
produce a signature is in fact a cryptographic process. 

For this reason, the Examiner finds Applicant's new amendments lacking support or inconsistent 
with the specification. 

For this reason claims 38-41, along with 42, 45-50, 53-58, 61-66, 69-77, which incorporate the 
independent claims by reference are rejected under 35 U.S.C. 1 12 first paragraph. 
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To the Examiner's best understanding, the Applicant intended for the amendment of the 
predetermined calculation to refer to the hash h. The Examiner believes this because the 
Examiner relied upon the encrypted message digest S of (item 104, Figure 1) as the 
predetermined calculation. (Those of ordinary skill in the art understand digest is another term 
for hash) The portion of the specification the Applicant refers to discloses only a hash without 
encryption--thus providing the basis for a predetermined calculation not including encryption. 

However, this interpretation is not accepted by the Examiner, because it is clear from the basis 
relied upon the Applicant in the arguments that the hash is not produced with additional 
confidential information. Only one information parameter is used to compute the hash, Item M. 

This is significant to the prosecution because it is substantially more burdensome and rare in the 
art to have a predetermined calculation using two(emphasis added) parameters "not including 
encryption" than j ust one . 

Even more significantly, if the Applicant is allowed to properly call the predetermined 
calculation, the resuh of a single parameter hash h derived from H(M), then Natarajan discloses 
this nearly word for word (Column 4, line 45-60) & (Figure 1 , Message Digest M) 

For the purposes of advancing prosecution, the Examiner has interpreted the claims not to 
include the amended limitation "wherein the predetermined calculation does not include 
encryption using the confidential information". 
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However, it is noted to the record that if the Applicant desires for the interpretation deriving 
from the Examiner's best understanding, then Natarajan too discloses that limitation in the 
alternative in (Column 4, line 45-60) & (Figure 1, Message Digest M) 



Claim Rejections - 35 USC §102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

5. Claims 38, 39, 40, 41, 42, 45-47, 50, 53 -55, 58, 61- 63, 66, 69- 70, 73 are rejected under 
35 U.S.C. 102(e) as being anticipated by Natarajan, US patent 661 1599. 

In reference to claim 38: 

Natarajan (Figure 1) discloses an apparatus for generating additional data used for checking 
whether an encoded digital image is changed or not, the apparatus comprising: 

• A calculation unit adapted to perform a predetermined calculation using the encoded 
digital image and confidential information, where the calculation unit is the combination 
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of the one way has function unit (Item 100) and the encryption key signature unit (Item 
104), and the predetermined calculation is the encrypted message digest, and the 
confidential information is the private key. (Column 4, lines 60- Column 6, line 25) 
• Generating the additional data by applying a one way function to a result of the 
predetermined calculation, where the generating unit generates(derives) the digital 
watermark from the encrypted hash. (Item 106) (Column 5, lines 55- Column 6, line 34) 
& (Figure 1). The Examiner has considered the processing performed by Items 106 et. 
seq. to derive the digital watermark as elaborated on in (Column 5, lines 55- Column 6, 
line 34) to be construed as the one-way function that is applied. The provide support for 
this mapping, US patent 6209092 (abstract) discloses that in the art, the functions used to 
derive watermark functions may be considered "one-way functions" 



The supplemental information also 

includes a control pattern, the watermark being generated by applying a one- wav 
function to such control pattern. This has the advantage that any alteration 
of the watermark or the control pattern can be detected easily, because it is 
not computationally feasible to calculate a new control pattern for an altered 
watermark Therefore, the supplemental information is well protected against 
unauthorized manipulation. An attempt to fully replace the watermark pattern 
will affect the quality of reproduction of the content information. In a copy 
control method allowing a first generation copy ("copy-once"), the original 
control pattern is processed several times by the one-way function for 
generating the watermark Each player or recorder processes the control 
pattern once before outputting/recording it, thus forming a cryptographically 
protected down-counter. 



• A recording unit adapted to record the encoded digital image with the additional data on a 
recording medium, where the recording unit is the apparatus the records the encoded 
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digital image, and where the information and image that is generated is stored on a 
recording medium such as a memory or hard drive. (Column 5, lines 55- Column 6, line 
25) & (Column 10, lines 45-67) 



In reference to claim 39: 

Natarajan (Figures 1 & 2) discloses an apparatus for checking whether an encoded digital image 
is changed or not, the apparatus comprising: 

• An inputting unit adapted to input the encoded digital image with first additional data 
used for checking whether the encoded digital image is changed or not, where the image 
is detected to see if it has been tampered with. (Column 3, lines 50-63) 

• A calculation unit adapted to perform a predetermined calculation using the encoded 
digital image and confidential information, where the encoded digital image has 
performed with it, a digital hash to create a message digest, and the confidential 
information is the private key (Column 4, lines 60- Column 6, line 34) 

• generating second additional data by applying a one-way function to a result of the 
predetermined calculation and a one-way function, where the predetermined calculation 
is the encrypted message digest(Figure 1), where the second additional data that is 
generated is the derivation of the digital watermark from the message digest (Column 4, 
lines 25-52)) & (Column 5, lines 55- Column 6, line 34) 

• Wherein said apparatus is adapted to check whether the encoded digital image is changed 
or not using the first additional data and the second additional data, where the watermark 
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is used to detect if any changes or tamperings have been made to the digital file and 
where such detection uses the digital hash and/or watermark. (Column 3, lines 50-63) & 
(Column 4, lines 25-52) 

In reference to claim 40: 

Natarajan (Figure 1) discloses a method for use in an apparatus which generates additional data 
used for checking whether an encoded digital image is changed or not, the method comprising 
steps of: 

• Performing a predetermined calculation using the encoded digital image and confidential 
information, where the predetermined calculation is the message digest that is encrypted 
and the confidential information is the private key (Column 4, lines 60- Column 6, line 
34) 

• Generating the additional data by applying a one-way function to a result of the 
predetermined calculation and a one-way function, where the additional data generated is 
the watermark that is derived from the digital hash. (Column 5, lines 55- Column 6, line 
34) & (Figures 1 & 2) 

• Recording the encoded digital image with the additional data on a recording medium, 
where the information and image that is generated is stored on a recording medium such 
as a memory or hard drive. (Column 5, lines 55- Column 6, line 34) & (Column 10, lines 
45-67) 



In reference to claim 41 : 
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Natarajan (Figures 1 & 2) discloses a method for use in an apparatus which checks whether an 
encoded digital image is changed or not, the method comprising the steps of: 

• Inputting both the encoded digital image and first additional data used for checking 
whether the encoded digital image is changed or not, where the inputted additional data is 
the watermark and digital signature. (Column 4, lines 60- Column 6, line 34) 

• Performing a predetermined calculation using the encoded digital image and confidential 
information, where the encoded digital image has performed with it, a digital hash to 
create a message digest. (Column 4, lines 25-52) & (Column 5, lines 55- Column 6, line 
34) 

• Generating second additional data by applying a one-way function to a result of the 
predetermined calculation and a one-way function, where the second additional data that 
is generated is the derivation of the digital watermark from the message digest( which is a 
one way function (Column 4, lines 25-52)) & (Column 5, lines 55- Column 6, line 34) 

• Checking whether the encoded digital image is changed or not using the first additional 
data and the second additional data. 

In reference to claim 42: 

Natarajan (Figures 1 & 2) discloses an apparatus according to claim 38, wherein the additional 
data is also used for checking integrity of the encoded digital image, where the integrity of the 
image is checked with the verification of the digital signature and watermark. (Column 4, lines 
60- Column 6, line 34) & (Column 1, line 30 - Column 2, line 26, background of watermarks) 
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In reference to claim 45: 

Natarajan discloses the apparatus according to claim 38, wherein the confidential information is 
information unique to the apparatus, where the confidential information is the private key, and 
the private key is unique to the user and the systems he/she operates. (Column 4, line 60 - 
Column 5, line 64) 

In reference to claim 46: 

Natarajan discloses an apparatus according to claim 38, wherein the confidential information is 
information unique to an external apparatus connected to the apparatus, where the confidential 
information is the private key, and the private key is unique to the user and the systems he/she 
operates. (Column 4, line 60 - Column 5, line 64) 

In reference to claim 47: 

Natarajan discloses an apparatus according to claim 38, wherein the confidential information 
includes first information unique to the apparatus, and second information unique to an external 
apparatus connected to the apparatus, where the confidential information is the private key, and 
the private key is unique to the user and the systems he/she operates, and where the second 
information unique is the digital signature. (Column 4, line 60 - Column 5, line 64) 

In reference to claim 50: 

Natarajan discloses an apparatus according to claim 39, wherein the first and second additional 
data is also used for checking integrity of the encoded digital image, where the first and second 
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additional data is the watermark and the digital hash, which are used to check if an image has 
been tampered with, ie, checking the "integrity" of an image. (Column 1, lines 30 - Column 2, 
line 26, describing the background and function of digital watermarks) & (Column 2, lines 28- 
50) & (Column 3, lines 53 - 67) & (Column 4, line 60 - Column 5, line 15) 

Claims 53 -55, 58 are substantially similar to claims 45-47, 50 and are rejected for the same 
reasons as claims 45-47, 50 respectively. 

Claims 61- 63, 66 are substantially similar to claims 45-47, 50 and are rejected for the same 
reasons as claims 45-47, 50 respectively. 

Claims 69- 70, 73 are substantially similar to claims 45-47, 50 and are rejected for the same 
reasons as claims 45-47, 50 respectively. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 48, 49, 56, 57, 64, 65, 71, 72, 74-77 are rejected under 35 U.S.C. 103(a) as being 



unpatentable over Natarajan, US patent 661 1599. 
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In reference to claim 48: 

Natarajan fails to explicitly disclose the apparatus of claim 38, wherein the apparatus is an 
apparatus which operates as a digital camera but does disclose the apparatus used may be a 
digital apparatus of some kind. (Column 10, lines 43-67) 

The Examiner has taken as admitted prior art that digital cameras was known to those of ordinary 
skill in the art at the time of invention. 

Digital cameras are common consumer devices, the product of a multibillion dollar market. 
Advanced cameras such as the Canon 20d, have security features which allow images to indicate 
if they have been tampered with. This was also the invention of the previously cited art, 
Friedman US patent 5499294. 

It would have been obvious to one of ordinary skill in the art at the time of invention to have the 
apparatus be a digital camera in order to provide security features for the image in camera, 
raising security by providing a tamperproof system prior to the image being moved to a 
computer. 

In reference to claim 49: 



Application/Control Number: 09/521 ,424 Page 14 

Art Unit: 2134 

Natarajan fails to explicitly disclose the apparatus according to claim 38, wherein the apparatus 
is an apparatus which operates as a scanner but does disclose the apparatus used may be a digital 
apparatus of some kind. (Column 10, lines 43-67) 

The Examiner takes as admitted prior art that scanners were known to those of ordinary skill in 
the art at the time of invention. 

It would have been obvious to one of ordinary skill in the art at the time of invention to have the 
apparatus be a digital camera in order to provide security features for the image after it has been 
scanned to increase security and decrease the opportunity for the image to be tampered with. 

Claims 56, 57, 64, 65, 71, 72 are rejected for the same reasons as claims 48 and 49. 

In reference to claim 74: 

An apparatus according to claim 38, wherein the predetermined calculation includes an 
exclusive-OR operation. 

The Examiner takes official notice that the secure hash algorithm or SHA was well known to 
those of ordinary skill in the art at the time of invention. SHA is the secure hash algorithm 
standard designed by NIST along with the NSA for use with the digital Signature Standard. As 
part of a published govermiient standard for use by the cryptographic community, SHA is 
employed for federal applications. 
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SHA in particular discloses a set of nonlinear functions whose computations include the usage of 
the XOR operation. 

It would have been obvious to one of ordinary skill in the art to use SHA and thereby include an 
XOR operation to adhere to Federal mandate for usage in federal applications. 
(See "AppHed Cryptography", Schneier, page 442-443 et seq) 

Claims 75-77 are rejected for the same reasons as claim 74. 

Conclusion 

6. Any inquiry concerning this communication from the examiner should be directed to 
Thomas M Ho whose telephone number is (571)272-3835. The examiner can normally be 
reached on M-F from 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Gilberto Barron can be reached on (571)272-3799. 

The Examiner may also be reached through email through ThQmas.Ho6(a)uspto,gov 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571)272-2100. 
General Information/Receptionist Telephone: 571-272-2100 Fax: 571-273-8300 
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Customer Service Representative Telephone: 571-272-2100 
TMH 

March 5*, 2007 



Fax: 571-273-8300 




